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Module 10 
Routing (cont.)



Every router has a map of the network.

Link State Routing Protocols



OSPF’s Link State Database Compared to a Puzzle



• Open standard 
• Establishes adjacencies with other routers 
• Sends Link State Advertisements (LSAs) to other routers in an area 
• Constructs a link state database from received LSAs 
• Runs the Dijkstra Shortest Path First (SPF) algorithm to determine the shortest 
path to a network 
• Attempts to inject the best path for each network into a router’s IP routing table

OSPF Fundamentals



• Hello: A protocol used to discover OSPF neighbors and 
confirm reachability to those neighbors (also used in the 
election of a Designated Router) 
• Link State Advertisement (LSA): Information a router 
sends and receives about network reachability (used to 
construct a router’s Link State Database) 
• Link State Update (LSU): A packet that carries LSAs 
• Link State Request (LSR): Used by a router to request 
specific LSA information from a neighbor 
• Link State Acknowledgement (LSAck): Used by a router 
to confirm it received an LSU

Some OSPF Terminology



Neighbors are routers that: 
• Reside on the same network link 
• Exchange Hello messages 
Adjacencies are routers that: 
• Are neighbors 
• Have exchanged Link State Updates (LSUs) and Database Description (DD) packets

Router RouterSwitch
Hello (224.0.0.5)

Hello (224.0.0.5)

Router RouterSwitch

Neighborship vs. Adjacency

Hello
Hello

Database Description
Database Description
Link State Update

Link State Update



# of Adjacencies = [n * (n - 1)] / 2, where n is the number of routers.
DR and BDR



Adjacencies only need to be formed with the DR and BDR.

DR BDR

224.0.0.5 - All OSPF routers 
224.0.0.6 - All designated routers

DR and BDR



The default reference bandwidth is 100,000,000 bits per second (100 Mbps).

100 Mbps

R1 R3

R2

SW1 SW2

100 Mbps 100 Mbps

10.1.1.100 /24 192.168.1.100 /24

100 Mbps

10 Mbps

Cost = Reference BW / Interface BW

Cost = 100 Mbps / 100 Mbps = 1

Cost = 1

Cost = 1

Cost = 1

Cost for R1-R2-R3 = 1 + 1 + 1 = 3

Cost = 100 Mbps / 10 Mbps = 10

Cost = 10

Cost = 100 Mbps / 100 Mbps = 1 Cost = 1

Cost for R1-R3 = 10 + 1 = 11

PC1 PC2

OSPF Cost



100 Mbps

R1 R3
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SW1 SW2

100 Mbps 100 Mbps

10.1.1.100 /24 192.168.1.100 /24
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10 Mbps

PC1 PC2

OSPF Cost



R1 R3

R2

Area 0

We always have a backbone area.
OSPF Areas



R4 R6

R5

Area 0

R1 R3

R2

Area 1
R7 R9

R8

Area 2

Area Border Routers 
(ABRs)

OSPF Areas



• Fast convergence

Characteristics of EIGRP



• Fast convergence 
• Scalable
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• Fast convergence 
• Scalable 
• Load balancing over unequal cost links

Characteristics of EIGRP



• Fast convergence 
• Scalable 
• Load balancing over unequal cost links 
• Classless (VLSM support)

10.1.1.0 /24 
10.2.2.0 /24

Characteristics of EIGRP



• Fast convergence 
• Scalable 
• Load balancing over unequal cost links 
• Classless (VLSM support) 
• Communicates via multicast

224.0.0.10

Characteristics of EIGRP



• Fast convergence 
• Scalable 
• Load balancing over unequal cost links 
• Classless (VLSM support) 
• Communicates via multicast 
• Was Cisco-proprietary

Characteristics of EIGRP
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The Feasibility Condition
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Metric Calculation

B____________ 
D_______ 
R____________ 
L_______ 
M____

Default K Values: 
K1 = 1 
K2 = 0 
K3 = 1 
K4 = 0 
K5 = 0



BGP Characteristics

BGP 
•  Forms Neighbor-ships 
  

•Neighbor’s IP Address is 
Explicitly Configured 

•  A TCP Session is 
Established Between 
Neighbors 

•  Advertises Address Prefix 
and Length 

•  Advertises Path Attributes 
  

•Path Vector Routing 
Protocol
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Module 11 
Unified Communications



Voice over IP (VoIP)

PSTNPBX PBX

Analog Phone Analog Phone



Router

Voice over IP (VoIP)Analog Phone Analog Phone

IP WAN
Router



Digitizing Voice



Digitizing Voice



Digitizing Voice



Digitizing Voice



Digitizing Voice



Digitizing Voice



Digitizing Voice



Codec Bandwidth 
(Payload Only)

G.711 64 kbps

G.729 8 kbps

iLBC 13.3 kbps or 15.2 kbps

Digitizing Voice



Unified Communications

Cisco Unified Communications Manager (CUCM)

Multipoint Control Unit (MCU)

Switch

Cisco Unity Connection (CUC)

Cisco IM & Presence Server

Cisco Unified Contact Center Express (UCCX)

Gateway
PSTN

Cisco Unified Communications Manager Express 
(CUCME) & Cisco Unity Express (CUE)



Examples of Video Applications

Video 
Calls

Audio and Video IP Phone Audio and Video IP Phone

Audio and Video



Examples of Video Applications

Video Conference 
Calls



Examples of Video Applications

Video Contact 
Center



Video Communication with 
Business Partners

Examples of Video Applications



Examples of Video Applications

Video Surveillance



Terms to Know

•  Frames Per Second (fps) 
•  Refresh Rate 
•  Interlaced Video 
•  Progressive Video 
•  Pixel 
•  Aspect Ratio 
•H.264 (MPEG-4 AVC)
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4
3 :

16

9 :
1080 X 1920 = 2,073,600 pixels

Terms to Know

1080 
Horizontal 

Rows

1920 Vertical Columns

• Frames Per Second (fps) 
•  Refresh Rate 
•  Interlaced Video 
•  Progressive Video 
•  Pixel 
•  Aspect Ratio 
•H.264 (MPEG-4 AVC)



Terms to Know
Approx. 4000 Vertical 

Columns

• Frames Per Second (fps) 
•  Refresh Rate 
•  Interlaced Video 
•  Progressive Video 
•  Pixel 
•  Aspect Ratio 
•H.264 (MPEG-4 AVC)



Terms to Know

4
3 :

• Frames Per Second (fps) 
•  Refresh Rate 
•  Interlaced Video 
•  Progressive Video 
•  Pixel 
•  Aspect Ratio 
•H.264 (MPEG-4 AVC)
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Cloud and Virtualization



Virtual Router

SW1

IP: 10.1.1.100
DG: 10.1.1.1

10.1.1.1Gig 0/3
10.1.1.2 /24

Gig 0/3
10.1.1.3 /24Master

PC1

Gig 0/2
172.16.0.5 /30

Backup

Virtual IP
Internet

1.1.1.1
Gig 0/1

172.16.0.1 /30

R1
R2Advertisement Interval (1 second)



Switch

Oracle 
Solaris 
Server

Linux 
Server

Microsoft 
Windows 

Server

Virtual Server

• Hypervisor: Software that 
can create, start, stop, 
and monitor multiple 
virtual machines.

Virtual Server



Virtualization

Virtual 
NIC-1

Virtual 
NIC-2

Virtual 
NIC-3

•  Virtual NIC: Software associated 
with a unique MAC address, which 
can be used by a VM to send and 
receive packets. 

•  Virtual Switch: Software than can 
connect to other virtual switches, 
virtual NICs and to a physical NIC.

Physical 
NIC vSwitch

Virtual Server



Virtual Services

Enterprise

Cloud Provider

Cloud 
Provider’s 

Router

Cloud 
Provider’s 
Virtual SLB

VMs 

Virtual 
Firewall

Virtual 
Router



Accessing Cloud Services

Enterprise Cloud Provider

Internet



Accessing Cloud Services

Enterprise Cloud Provider



Accessing Cloud Services

Enterprise Cloud Provider

Internet
VPN



Accessing Cloud Services

Enterprise Cloud Provider

Internet
VPN

MPLS
Metro Ethernet

Private WAN



Accessing Cloud Services

Enterprise

Cloud Provider 1

Cloud Provider 2

Cloud Provider 3

Intercloud 
Exchange
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Common Network Attacks
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Common Network Attacks (cont.)
•  Social Engineering:  Influencing 
others to reveal confidential 
information
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Common Network Attacks (cont.)
•  Social Engineering:  Influencing 
others to reveal confidential 
information 

•  Insider Threat:  A malicious user 
that is part of (or claims to be part 
of) an organization 

•  Logic Bomb:  A malicious piece of 
code that can perform some 
destructive action based on a time 
or an event that occurs 

•  Rogue Access Point:  A wireless 
access point installed on a network 
without proper authorization 

•  Evil Twin:  A rogue access point 
appearing to be a legitimate wireless 
access point (e.g. has a matching 
SSID) 

•  War Driving:  Driving around a 
geographical area in an attempt to 
find Wi-Fi hotspots that can be 
accessed



Common Network Attacks (cont.)
•  Phishing:  When malicious users 
leverage e-mail, webpages, etc. that 
appear legitimate, in an attempt to 
obtain confidential information
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Common Network Attacks (cont.)
•  Phishing:  When malicious users 
leverage e-mail, webpages, etc. that 
appear legitimate, in an attempt to 
obtain confidential information 

•  Ransomware:  Malware that 
prevent users from accessing their 
data unless they pay a ransom 

•  DNS Poisoning:  When an attacker 
advertises incorrect domain name 
resolution information into a DNS 
server, causing DNS requests to 
resolve to the attacker’s computer 

•  ARP Poisoning:  Used in a man-in-
the-middle attack, where an attacker 
sends gratuitous ARP replies to a 
client system, often convincing the 
client system to send frames 
destined for its default gateway to 
the attacker’s computer



Dest. IP: 10.1.1.1
Dest. MAC: AAAA.AAAA.AAAA

IP Address: 10.1.1.1
MAC Address: AAAA.AAAA.AAAA

“Man in the Middle”

Internet

Man-in-the-Middle:  An 
attack where a malicious 
user somehow injects 
themselves inside a 
communication flow 
between two systems, 
enabling them to intercept 
that flow’s traffic

Common Network Attacks (cont.)



Gratuitous ARP

IP Address: 10.1.1.1
MAC Address: AAAA.AAAA.AAAA

IP Address: 10.1.1.22
MAC Address: BBBB.BBBB.BBBB

“Man in the Middle”

Internet

Man-in-the-Middle:  An 
attack where a malicious 
user somehow injects 
themselves inside a 
communication flow 
between two systems, 
enabling them to intercept 
that flow’s traffic

Common Network Attacks (cont.)



IP Address: 10.1.1.1
MAC Address: AAAA.AAAA.AAAA

Dest. IP: 10.1.1.1
Dest. MAC: BBBB.BBBB.BBBB “Man in the Middle”

Internet

Man-in-the-Middle:  An 
attack where a malicious 
user somehow injects 
themselves inside a 
communication flow 
between two systems, 
enabling them to intercept 
that flow’s traffic

Common Network Attacks (cont.)

IP Address: 10.1.1.22
MAC Address: BBBB.BBBB.BBBB



Mitigating Network Threats
•  Signature Management:  Keep attack 
signatures current on devices, such as IDS 
and IPS sensors
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Mitigating Network Threats
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signatures current on devices, such as IDS 
and IPS sensors 

•  Device Hardening:  Apply a collection of 
best practice procedures to secure network 
devices (e.g. disabling unnecessary 
services on a device)  

•  Change the Native VLAN:  Configure a 
trunk’s untagged VLAN to a non-default 
value, to prevent unconfigured switch ports 
from automatically belonging to the native 
VLAN

Native VLAN = 1

Native VLAN = 20



Mitigating Network Threats

•  Signature Management:  Keep attack 
signatures current on devices, such as IDS 
and IPS sensors 

•  Device Hardening:  Apply a collection of 
best practice procedures to secure network 
devices (e.g. disabling unnecessary 
services on a device)  

•  Change the Native VLAN:  Configure a 
trunk’s untagged VLAN to a non-default 
value, to prevent unconfigured switch ports 
from automatically belonging to the native 
VLAN 

•  Define Privileged User Accounts:  Define 
accounts for administrative users, and add 
administrative privileges to those accounts, 
rather than sharing a single “admin” 
account



Mitigating Network Threats (cont.)

•  File Integrity Monitoring:  Use a service 
that can detect any change made to 
defined files (e.g. critical system files or 
financial records)
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Mitigating Network Threats (cont.)

•  File Integrity Monitoring:  Use a service 
that can detect any change made to 
defined files (e.g. critical system files or 
financial records) 

•  Role Separation:  Assign different sets of 
permissions to different categories of 
users, in an attempt to prevent conflicts of 
interest  

•  Honeypot (or Honeynet) Deployment:  
Configure a host (or a network) that does 
not contain sensitive information, and don’t 
properly secure it 

•  Penetration Testing (a.k.a. “Pen Testing”):  
Launch an authorized attack on your 
network (or network device), in an attempt 
to evaluate its level of security



Mitigating Network Threats (cont.)

Corporate DHCP 
Server

Rogue
DHCP Server

DHCP 
Discover

DHCP Offer

DHCP Offer

DHCP 
Snooping

Trusted Untrusted

DHCP Client



The Need for Wireless Security

•  Authentication: A user provides 
credentials, such as a username and 
a password, to gain access to a 
network 

•  Encryption: Packets are scrambled 
such that, if they’re intercepted by an 
attacker, an attacker cannot make 
sense of them



Tools for Securing a Wireless Network

•  MAC Filtering: Only allowing a device on a 
network if its MAC address is an allowed MAC 
address 

•  Geofencing: Can use a mobile device’s GPS 
location to permit or deny network access, or to 
grant or revoke specific network permissions 

•  Wired Equivalent Privacy (WEP) 
-  The security standard specified by the original 
IEEE 802.11 wireless standard 

-  Uses the RC4 encryption algorithm 
-  Two types of authentication 
‣  Open: Does not require a WEP key, but will 
encrypt traffic if a valid WEP key is specified 
‣  Shared: Wireless clients and wireless access 
points have a matching pre-shared key



Enhanced Security Protocols
•  Temporal Key Integrity Protocol (TKIP) 

-  Improved encryption, compared to RC4 

•  Message Integrity Check (MIC) 
-  Helps protect against man-in-the-middle or 
replay attacks 

•  Advanced Encryption Standard (AES) 
-  Significantly stronger encryption, compared to 
TKIP, and vastly superior to RC4 

•  Counter Mode with Cipher Block Chaining 
Message Authentication Code (CCMP) 
- Adds onto AES’s powerful encryption by making 
it challenging for a malicious user to spot 
repeated sequences 

-  Uses hashing to verify messages have not been 
modified in transit



Enhanced Wireless Security Standards

•  Wi-Fi Protected Access (WPA) 
-  Uses TKIP for enhanced encryption 
-  Uses a longer initialization vector (IV) to reduce 
the number of “collisions” 

-  Has a discovered security weakness 

•  Wi-Fi Protected Access II (WPA2) 
-  Requires support for AES and CCMP 
-  Has a discovered security weakness 

•  Wi-Fi Protected Access III (WPA3) 
-  Announced as the replacement for WPA2 
-  Uses 192-bit encryption (as opposed to 128-bit 
encryption) 

-  Will help with adoption of IoT devices due to 
easier setup for devices without displays



Primary Modes of Key Distribution

Pre-Shared Key

Pre-Shared Key

Access PointAccess Point
Client

 Two Modes of Key Distribution 
•  Pre-Shared Key (PSK) Mode (a.k.a. “Personal Mode”): Matching keys are 
preconfigured on wireless clients and access points



Primary Modes of Key Distribution
 Two Modes of Key Distribution 

•  Pre-Shared Key (PSK) Mode (a.k.a. “Personal Mode”): Matching keys are 
preconfigured on wireless clients and access points 

•  Enterprise Mode: Clients provide authentication credentials to an authentication 
server (e.g. a RADIUS server), which permits or denies network access and provides a 
session key to use during a permitted session.

Supplicant Authenticator Authentication Server

Session Key Session Key

RADIUS 
Server

Client
Access Point
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Network Monitoring and Management



Documentation
• Logical Topology 
• Physical Topology 
• Updated for New Installs 
• Used for: 

 Troubleshooting 
 New Employees 
 Planning New 
Installations



Other Recommended Documentation



Other Recommended Documentation

 IDF/MDF



Syslog Example



Monitoring Processes

•  Log Reviewing
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Monitoring Processes

•  Log Reviewing 

•  Port Scan 

•  Vulnerability Scan 

•  Patch Management 

•  Compare with Baseline 
Data  

•  Packet Analysis
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High Availability

“The 5 Nines of Availability”

99.999 Percent Uptime

Approx. 5 Min. of Downtime/Year



High Availability

Higher Costs 
• Redundant Components
• UPS/Generator
• VRRP



Fault Tolerance
Fault Tolerance: The ability of a device to continue operation if one of its 

components fails.

• Might impact performance
• Increases complexity



Load Balancing

Internet
HQ

ISP1

ISP2

• Increases throughput
• Provides redundancy



Multiple Interconnections

Switch 1

NIC Teaming Port 
Aggregation

Server

Switch 2



Clustering

Server Load 
Balancer

Cluster of 
Servers

• Reduces server load
• Provides redundancy

Switch



Disaster Recovery

Enterprise Data Center Backup 
Storage

•  Full: Backs up all data. 

•  Differential: Backs up 
changes since last full 
backup. 

•  Incremental: Backs up 
all changes since last full, 
differential, or 
incremental backup. 

•  Snapshot: Backs up 
entire server, including 
state information.



Remote Sites

Enterprise Data Center Cold Site

• Power
• HVAC
• Floor Space

Warm Site

• Power
• HVAC
• Floor Space
• Server Hardware

Hot Site

• Power
• HVAC
• Floor Space
• Server 
Hardware

• Synchronized 
Data
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Do You Need QoS?

SW1 R1

Server 1

IP WANGig Fast E

SW2Server 2

Server 3

Gig

Gig
Gig

Gig

Speed Mismatch

Aggregation Point



Do You Need QoS?

SW1 R1 IP WANGig Fast E

Periodic 
Congestion



- Classification and 
Marking

Common QoS Mechanisms



VoIP Best 
Effort- Classification and 

Marking

- Queuing

Common QoS Mechanisms
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- Classification and 
Marking

- Queuing

- Congestion Avoidance

- Policing and Shaping

- Link Efficiency

Common QoS Mechanisms
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